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Abstract: The expansion of devices and technologies for Internet of Things (IoT) 

applications brings with its great challenges to ensure secure communications. Traditional 

cryptographic systems cannot be applied directly on constricted devices. Physical layer 

security mechanisms attract increasing attention, which could be implemented in parallel 

with higher layer methods. FTN (faster-than-Nyquist) signaling is a promising 

technology to improve transmission speed without increasing bandwidth, but introduce 

inter-symbol interference (ISI). FTN signaling can be used as a form of artificial noise to 

achieve security in the physical layer. The ISI that is introduced due to FTN signaling can 

be reversed to some degree by the receiver, but cannot be completely removed, causing a 

degradation in the bit error ratio (BER). In this paper we propose to adjust the value of 

the roll-off factor of the pulse shaping filter in each symbol, exploiting the gain in terms 

of spectral efficiency caused by the FTN signal in order to improve performance in terms 

of BER. The results show that the proposed scheme can significantly improves the 

performance in terms of BER. Guaranteeing, in coexistence with other security 

mechanisms and despite the presence of potential eavesdroppers, a reliable and secure 

flow of information on DVB-S2 scenarios. 

Keywords: Physical layer security; Faster-than-Nyquist signaling; inter-symbol 

interference; bit error ratio. 
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1. Introduction 

Internet-of-Things (IoT) aims to provide connectivity for thousands of devices, anywhere, 

with anything and at any time possible. In most IoT applications, the security of 

communication is an essential requirement. Security protocols most be implemented in a 

highly efficient way due to the power and processing constraints which characterizes 

many IoT devices. Existing standard protocols for security protection cannot be directly 

applied in the very constrained devices. Consequently, there is an increasing need for 

secure communication solutions [1]. 

The design of the secure physical layer attracts increasing attention [1-3]. The physical 

layer security (PLS) has the potential to enable secret communication and reliable 

authentication, as well as to avoid computational complexity. These techniques are 

designed to enhance security against eavesdropping attacks. The original approach is to 

exploit the random nature of the wireless channel. In [4] it was shown that it is possible 

to establish a secure transmission, if the eavesdropper observes a degraded version of the 

channel between the legitimate source and the receiver. 

Some authors in [5, 6] propose methods to achieve PLS by using artificial noise. The idea 

of artificial noise is to affects the eavesdropper more than legitimate receivers with noise 

or interference. Recent works [2, 3], consider degrading the channel by introducing 

controlled inter-symbols interference (ISI) in a way that it can be reversed in the intended 

receiver. In this case, the common approach is to violate the Nyquist ISI criterion by using 

faster-than-Nyquist (FTN) signaling. 

Authors in [2], propose a physical layer security technique based on FTN signaling for 

the Premium service of DVB-S2 [7]. The proposed technique allocates different symbol 

interval to each symbol. The authorized receivers can decode the coded FTN signal by 

using the symbol interval pattern information. However, it is very hard for the receivers 

without symbol interval pattern to decode the transmitted coded FTN signal [2]. 

FTN signaling improves the transmission rate, without fulfilling the Nyquist criterion for 

transmissions without ISI, while not increase the bandwidth [8, 9]. However, due faster 

symbol rate destroys the orthogonality between symbols, it necessarily generates ISI, 
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which degrades transmission performance. To reduce the ISI and detect the transmitted 

symbols, the receiver should know and utilize the information about symbol rate or ISI 

factor [5]. 

The ISI that is introduced due to FTN signaling can be reversed to some degree by the 

receiver, but cannot be completely removed, causing a degradation in the bit error ratio 

(BER), which affects the system performance. A portion of the spectral efficiency gain 

due to FTN signaling could be used to improve bit error ratio (BER). One way to do this 

is to increase the roll-off factor of the pulse shaping filter in symbols with shorter duration 

[3].  

In this paper we propose to adjust the value of the roll-off factor of the pulse shaping filter 

in each symbol, in a way that maintains the spectral efficiency constant. Employing a 

fraction of the spectral efficiency gain obtained from using FTN signaling to improve 

performance in terms of BER. Simulations are conducted to demonstrate that by adjusting 

the roll-off factor for each symbol, the performance in the system channel is improved in 

terms of BER for a legitimate receiver, and the security metrics are not degraded.  

 

2. System Model 

For linear modulated digital systems, the transmitted signal can be represented as: 

𝑠(𝑡) = √𝜏𝐸𝑠 ∑ 𝑥[𝑛] ∗ 𝑔(𝑡 − 𝑛𝜏𝑇),∞
𝑖=−∞                                                                               (1) 

Where 𝑛 is the index of the time slot, 𝑥[𝑛] is the data symbol transmitted in time slot 𝑛, 

𝐸 is the energy of the data stream, 𝜏 is the factor of compression in time such that:  

0 < 𝜏 ≤ 1, notice that 𝜏𝑇 is the symbol interval. The factor √𝜏 , keeps the transmission 

power constant. In the full text, pulse shaping filter is assumed having unit energy. A 

root-raised cosine (RRC) pulse is considered for 𝑔(𝑡). In what follows, we assume that 

the pulse shaping filter is RRC, which is wildly used in FTN systems. As shown in [10], 

as the value of the roll-off factor is increased, the impulse response it is rapidly damped, 

contributing to weakened the ISI. 

Fig. 1A represents the Nyquist signaling, where a train of orthogonal pulses are 

transmitted. Fig. 1B show a traditional FTN signaling with a fixed factor of compression 
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(𝜏). In FTN systems, 𝜏 < 1 which allows sending more symbols per unit of time, which 

improves bandwidth utilization but causing pulse time overlap (ISI). Signal represented 

in Fig. 1C was proposed in [2] to achieve PLS, where each symbol is transmitted with 

different factor of compression and a  fixed roll-off factor value (𝛽). In the bottom 

illustration, Fig. 1D, and are dynamically modified to add artificial noise. 

 

Fig. 1. Signal model. A) Nyquist Signaling. B) Traditional FTN Signaling. C) Signaling proposed in [2]. 

D) Proposed modification. 

 

For each pulse the acceleration factor, 𝜏𝑖 , is randomly selected from a suitable interval 

according to a predefined distribution, constituting the secret pattern. In practice, this 

pattern can be obtained from a pseudo-random generator, initialized with a common seed 

shared by the transmitter and the receiver. The selection process of the roll o 

 factor of each symbol is described in next section.  

  

2.1 Roll-off factor selection 

In this section we describe the process of selecting the value of the roll-off factor, (𝛽), 

for each symbol. For the proposed scheme, the 𝛽 is increased in the symbols that have a 

higher 𝜏 value, so that the spectral efficiency does not fall below a given value. The 
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minimum roll-off factor, (𝛽𝑚𝑖𝑛) that does not produce errors caused by the ISI is 

determined by simulation and the maximum value (𝛽𝐻)  for a given spectral efficiency is 

obtained analytically. These results allow to guarantee that the value of the chosen 𝛽 does 

not cause errors because of the ISI and does not affect spectral efficiency either. 

The simulation of the 107 bits transmission is performed to determine 𝛽𝑚𝑖𝑛.Values of 𝜏 

are selected in the interval [0.6; 1] with increments of 0.01 and values of the 𝛽 are varied 

in the interval [0; 0.5] with increments of 0.01. Fig. 2 shows a region (colored in blue) for 

which some bit error occurs in the transmission due to the ISI. With Fig. 2 it is possible 

to determinate  𝛽𝑚𝑖𝑛 for a given 𝜏 by interpolation with the border of the error region. 

 

Fig. 2. Error region for noiseless uncoded FTN. 

 

On the other hand, equation 2 is used to derive spectral efficiency, (𝜂), in coded 

communication systems [11]. 

𝜂 =
𝑘

𝑛
∗

1

𝜏
1+𝛽

2𝑇

=
2𝑇∗

𝑘

𝑛

𝜏(1+𝛽)
                 (2) 
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In equation 2, 𝑅 is the transmission ratio, 𝑊 is the system bandwidth, 
𝑘

𝑛
 is the code rate 

and 𝑇 is the Nyquist symbol interval. With equation 3, we derive the value of  𝛽𝐻 for a 

given spectral efficiency. 

𝛽𝐻 =
2𝑇∗

𝑘

𝑛

𝜏𝜂
− 1                  (3) 

The value of the selected roll-off factor for each symbol is determined as the average of  

𝛽𝐻 and 𝛽𝑚𝑖𝑛 if this value does not affect the spectral efficiency. Equation 4 shows how 

to determine that value. 

𝛽 = {
𝛽𝑚𝑖𝑛, 𝛽𝑚𝑖𝑛 < 𝛽𝐻

min {(
𝛽𝐻−𝛽𝑚𝑖𝑛

2
) , 1} , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

                                                                          (4) 

 

3. Numerical Results 

The comparison between using the technique proposed in [2], and our proposal is shown 

in the following. Fig. 3 depicts the DVB-S2 system with coded FTN signaling used to 

develop the comparison. For baseband modulation an optimal binary scheme BPSK is 

considered. Channel coding is performed using a BCH code (32400; 32208) and LDPC 

code (64800; 32400).  
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Binary data BPSK ModulatorInterleaver
Channel 
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Fig. 3. DVB-S2 system communication model with FTN signaling. 

For BCH and LDPC codification and decodification process, the generator polynomial 

and parity-check matrix proposed by the standard DVB-S2 [7] are used. The signal-to-
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noise ratio (SNR) associated to the AWGN channel was varied by taking discrete dB 

values in the range [2,20], with increment step of 1 dB.  

Several scenarios are simulated in which the eavesdropper knowledge about the FTN 

secret pattern is varied. Three cases are considered: (𝑖) the eavesdropper has the 

distribution of  𝜏 values for secret pattern, (𝑖𝑖) the eavesdropper knows the distribution 

and the range of 𝜏 values for secret pattern (𝑖𝑖𝑖) the eavesdropper knows 75 % of the 

secret pattern. 

Secret capacity (𝐶𝑆) and secrecy outage probability (𝑃𝑂𝑈𝑇) are selected as security 

metrics for the comparison between the technique proposed in [6] (fixed 𝛽), and our 

proposal (adjusting 𝛽). Fig. 4 shows the results in terms of 𝐶𝑆.  

 

Fig. 4. Secrecy capacity for different eavesdroppers’ knowledge as a function of the SNR. 

 

As shown in Fig. 4, in all cases the 𝐶𝑆 increases with the improvement of the channel 

conditions in terms of SNR. For SNR values above 10 dB, even when the eavesdropper 

knows 75 % of secret pattern a 𝐶𝑆 higher than 0.4 bps/Hz can be achieved. In the best 

case, the secrecy rate approaches to 1 bps/Hz which is the maximum transmission rate of 

the system. This means that, under such conditions, almost all the available transmission 

http://www.uclv.edu.cu/
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capacity can be used while guaranteeing perfect secrecy. In general terms, both 

techniques have similar performance in 𝐶𝑆 terms for all scenarios. 

On the other hand, Fig. 5 shows the results in terms of 𝑃𝑂𝑈𝑇. Secret rate threshold level 

of 50 % of the maximum secret capacity is chosen. As can be seen in Fig. 5, as the SNR 

ratio increases 𝑃𝑂𝑈𝑇., which is due to the improved performance of the main channel but 

not on the wiretap channel. For SNR values above 8 dB, when the eavesdropper knows 

75 % of secret pattern, with a fixed value of 𝛽, it needs more than 3 dB to achieve the 

same performance in term of 𝑃𝑂𝑈𝑇 that if we adjust 𝛽 in each symbol. 

 

Fig. 5. Secrecy outage probability for different eavesdroppers’ knowledge as a function of the SNR. 

  

Fig. 6 shows the BER results at the data collector and at the eavesdropper for the cases 

described previously. In Fig. 6, the black lines show the results for the main channel. As 

it is seen, it is the one that performs better in terms of BER, with a rapid decrease of the 

BER as the SNR increases for both techniques. On the other hand, the total or partial lack 

of knowledge of the secret pattern severely affects the BER perceived by eavesdropper. 

Even for the case of 75% knowledge of the secret pattern the BER computed at the 
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eavesdropper is significantly high (greater than 0.05). For SNR values lower than 10 dB, 

with a fixed value of 𝛽 it needs more than 3 dB to achieve the same performance in term 

of BER that if we adjust 𝛽 in each symbol. 

 

Fig. 6. Bit error ratio (BER) for different eavesdroppers’ knowledge as a function of the SNR. 

 

4. Conclusions 

This paper proposes a modification of a coded FTN signaling scheme for premium service 

with DVB-S2 system proposed in [2]. The simulation results show the proposed scheme 

can accomplish high level of physical layer security without significant degradation and 

changing the roll-off factor in each symbol is possible to improve the performance of the 

legitimate users communication in terms or BER of the technology proposed in [2]. 

Therefore, the proposed modification improves the efficient solution proposed in 

literature in terms of BER while keep the same level of security. 
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