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Abstract: 
Nowadays the Internet of Things (IoT) is a very researched technology. Its concept is “to be able to communicate to the Internet at any time from any place to provide any services for any network to anyone”, getting us closer to a smart environment. However, the security is a sensible point in these applications. An authentication system based on voice biometric is proposed in this paper. This system takes advantage of the voice's property to reach a security system that presents a high accuracy, efficiency and interoperability in the task of authentication. The authentication system proposed is based on three subsystems (Automatic Speaker Verification, detection attack and Speaker Diarization). The performance of each stage was evaluated on two international challenge databases and the Fisher international database.
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1. Introduction
   The Internet of Things (IoT) exploits the global network in a high level, extending the network use to a human-object and object-object communication. The use of this technology can change the life how we know it. For example, to follow any device in the world to avoid theft [1]. 
 The smart object security takes relevance with its increasing use because each object has a common interconnection point (the Internet) that can be exploited by unwanted users [2]. Biometric approaches have proven to be faster, more convenient and effective than traditional security mechanisms [3]. Therefore, an authentication system based on voice biometrics is proposed in this paper.
2. Methodology
The voice presents information relative to the speaker identity that is associated to the vocal tract configuration, being this configuration unique among speakers [4]. The system objective is to verify the identity of a user who tries to access to a smart object. To commit this task, an Automatic Speaker Verification (ASV) system based on the PLDA i-vector methodology is done. However, there are several problems to consider in a real application. 
A Speaker Diarization system is proposed to isolate the target speaker voice before to start the verification process because a user might try to authenticate himself to a smart object with the presence of other speakers that are talking in the same place during the voice transmission process.
Identity spoofing attack toward the ASV system is another problem due to the public availability of biometrics data used during the verification process [5], so a detection attack system is proposed to determine which signal presented to the authentication system is a spoofing identity. The attack detection system proposed was presented by the authors during the Automatic Speaker Verification (ASV) spoof Challenge 2019. The figure 1 shows the proposed authentication system.
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Figure 1. Diagram of the authentication system proposed.
3. Results and discussion
The performance of each system stage was separately assessed using two different performance measure: Diarization Error Rate (DER), which defines the percent of audio that is incorrectly assigned by the Speaker Diarization System; and the Equal Error Rate (EER), which defines the point where the false acceptance rate and false rejection rate are equal. This last was used on the ASV and detection attack systems. Three international databases developed to assess Diarization, spoofing CM and ASV systems were selected. The ASV and Diarization systems were assessed on NIST SRE 2008 and the Fisher databases respectively. The detection attack system was assessed on the database proposed in ASV spoof Challenge 2019. The table 1 shows the performance of the voice authentication system proposed. 

	SYSTEMS
	MEASURES
	(%)

	Diarization
	DER
	10.54

	Spoofing CM
	EER [LA; PA]
	[0.07; 9.08]

	ASV
	EER
	3.37



Table 1. Performance measures

4. Conclusions
An IoT security system based on voice biometric is presented in this paper. The security protocol has the objective of controlling the access to a smart object, utilizing the user voice as a sign key. An ASV system is designed to achieve this goal.  Furthermore, a detection attack system was developed to enforce the confidence of the security system to face spoofing attacks. As pre-processing stage, a Speaker Diarization system is proposed to be able of isolating the enroll user voice when the ASV system has to process an audio signal with the presence of several speakers. The system was assessed on three international databases showing to be able to commit market requirement.
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